CYBER SECURITY AWARENESS MONTH 2018
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‘Phishing’ and ‘spear phishing’ aim to lure you into providing passwords,
banking delails or personal information, or fo download attachments or
click on malicious links thal contain malware to infect your device.

Does il look Phishy?

Phishing emails are becoming more sophisticated and can include logos
and links to fake websites.

Be alert to unexpected emails with links or attachments or suspicious requests.

From: MyGov. <support@ieliasupporidonotreply.freshdesk.com>
Sent: Friday, 4 May 2018 6:46 AM
To: support-accounts@customersonline.my.gov.a

Subject: He-: Important nfa.r'na'.mn reg;'dmé ym-..-r.a:ccu"'. HOVET on the email addre'ss tO reveal

fake MyGov email address
@ Not personalised

You have a tax refund of $65.93 AUD

Offering money

After the last annual calculations, we noliced that you are eligible lo receive$685.93 AUD -

1- Enter your contact | n*

To submit the application electronically, please fill out the form. Once the form is completed, you will
be asked to confirm that all the information in the document is comedt

2 - Treatment**

The information you enter and the completed application form sent to myGov via @ secune encrypted
connection, and others will not be able to see the information
Fiease click below and submit the refund request

———— - o
puiyGOV Link to fake form to collect personal details
Wel be in touch soon with more Info

Sincerty,

& myGov Team

Pladsa reguesl your delund by proviting i IRlsemation belsw.

Fake form collecting bank details

Phishing threats can be
distributed by email, SMS,
instant messaging or social
media platforms.

Carsales.com.au Please confirm
your phone number or your
Carsales account will be
suspended. Please visit hitps://
www.cqgi2.systems/carsales.php

Thank you!

Your ANZ Credit Card
has been deactivated.
Flease login now to
resolve the situation:
hitp://bit.ly/

ANZ Internet Banking

Spear phishing is targeted
phishing where personal
information gleaned from
other sources, such as
social media, is used to
make the email appear
authentic.

iCloud: Your ID requires
verification: ]
www.id-apple.mobi

THINK CHECK CONNECT

Be suspicious of emails - do Hover on the links and check the Only click on links you have
not click on links you are not pop-up email and web addresses checked and verified.
expecting. carefully to verify authenticity. Website links may look

Think about what they are Contact the sender to check legitimate but check the URL.
asking you to do. Don'’t share authenticity only using legitimate For example fake government
your user name or password published contact details, from a emails or websites may use
and be careful about sharing phone book or a website. Do not .net instead of .gov.au

your bank account details. rely on contact details supplied in

Because of phishing, it is now the email.

standard policy for many If you weren’t expecting the email

companies to not call or email and the contents are suspicious

you to update or verify your do not click on any links or download
personal or confidential details. attachments - report it to the

Australian Cybercrime Online
Reporting Network (ACORN) at
www.acorn.gov.au

If you mistakenly click on a suspicious link - report it straight
away to the Australian Cybercrime Online Reporting Network
(ACORN) at www.acorn.gov.au and contact your IT provider.

‘g(. NORTHERN

Monitor www.acorn.gov.au for cyber and scam alerts. " e






